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Augmented Reality (AR)

The real world with digital 
information overlay. The real 
world remains central to the 

experience, enhanced by 
virtual details.

Real and virtual are 
intertwined. Interaction with 
and manipulation of both 
the physical and virtual 

environment.

Completely digital 
environment.

 Fully enclosed, synthetic
 experience with no sense of 

the real world.

Safety Critical Applications of MR
1. How is it enabled?

2. What are the key challenges?
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Jogging with a partner avatar
• Human: User + Headset + Avatar + Set 

Trajectory + Fixed Speed.

• MR: User + IMU/Camera + Tracking Algo 
+ App + Avatar.

Motivating Example

User under attack

• MR: Attacker + IMU/Camera + Tracking 
Output + App + Avatar

• Human: User + Headset + Avatar + 
Wrong Trajectory or Speed.

Insight: Multi-modal Attacks

IMU

Breaking Wi-Fi [2], 
Buffering Frames [3]

Camera

WALNUT [1]

only one stream is attacked

the other stream is attacked
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Contribution 1:
Define the notion of ‘frame’ 
to craft simple per-frame 

manipulations.

Contribution 2:
Launch concurrent multi-

modal attacks.

effective

stealthy

Evaluation 
Metrics

Precise:
Desired and 

consistent 
deviation.

Stealthy:
The semantic 
overlap does 
not change.

Practical:
Simple and 
effective 
attacks. 

Contribution 3:
Parameterize attacks to 
enable precise control.precise

Challenged, Contributions, and Metrics
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Evaluating the Efficacy of Attacks HoloSet: A Mixed Reality Dataset
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Dataset
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